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In modern cryptographic systems, multi-port physically unclonable function
(MPUF) is an efficient mechanism for many security applications, which extracts
secret information inherently embedded in the unclonable physical variations and
generates multiple secret keys. In this article, we propose an explicit analytic
MPUF model, which is useful in predicting the effect of parameter changes on the
state as well as in optimizing the design of PUF. Then, a novel MPUF based on
register file is designed and fabricated in TSMC low-power 65nm CMOS
technology. There are four ports in the MPUF, and each port produces a 256-bit
key. The chip has an area of 0.045mm?, and has a peak clock frequency of
1.25GHz at 1.2V. The average power consumption is 13.8 mW at 27°C. Being
multi-ports technology and high operation frequency, the throughput of MPUF
improves about 50 times compared to the other works. We carry out a robust test
by varying the operational conditions such as supply voltage, temperature and
noise. The measured results show that the reliability achieves 98.1% at worse case
and has a certain improvement compared with the proposed works.
The reliability operates at an acceptable range in integrated circuit
identification (ICID).

Keywords: MPUF; multi-port; process variation; register file; 65 nm

1. Introduction

Modern cryptographic protocols are based on the premise that only authorised
participants can obtain secret keys and access to information system. System security is
based on the protection of the secret keys. However, various kinds of tampering methods
have been devised to extract secret keys, such as power analysis (Mangard, Oswald, and
Popp 2007), electromagnetic attacks (Pankaj 2009) and glitch attacks (Alam, Ghosh,
Mohan, and Mukhopadhyay 2009). To prevent these attacks, researchers have started
investigating protection mechanisms in multiple levels securing processors (Ambrose,
Parameswaran, and gnjatovic 2008; Mathew, Sheikh, Kounavis, Gueron, and Agarwal
2011), software protection (Preda and Vizireanu 2010, 2011) and IC authentication
(Majzoobi and Koushanfar 2011). Understanding them requires know how from different
disciplines such as cryptology, statistics, measurement technology and electronics. They
have attracted the attention of researchers from all these fields. As a result, a large number
of relevant research articles have been published over the previous years from model
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estimation method (Vizireanu 2011, 2012; Vizireanu and Halunga 2011) or analytical
technique (Vizireanu and Halunga 2012) to field-programmable gate arrays (FPGAs)
(Pable and Mohd 2012) and application-specific integrated circuits (ASICs) (Geng and Li
2012) implementations. Physical unclonable function (PUF) is one of the efficient
mechanisms for many security applications (Pappu, Recht, Taylor, and Gershenfeld 2002;
Skoric, Maubach, Kevenaar, and Tuyls 2006), which exploit secret information embedded
in the intrinsic random process variation in the manufacturing of ICs to produce secret
keys. We all know that the process variation is beyond manufacturers’ control. For
measurements, the internal signals are quantised to the digital keys (Udrea and Vizireanu
2008; Vizireanu 2009; Preda and Vizireanu 2011a,b). After this the secret keys of PUF is
unique and unclonable.

In 2002, the journal Science initially reported that PUF can be used as an underlying
security mechanism (Pappu et al. 2002). Subsequently, a group of researchers observed
that the manufacturing process variability in modern silicon technology can be utilised for
building a PUF, and a number of methods for realising PUF have been proposed. Lim
proposed the arbiter-based PUF architecture based on the variations in CMOS logic
delays (Lim et al. 2005). Later it was observed that the linear arbiter-based PUF is
vulnerable to modelling attacks, and the nonlinear feed-forward arbiters and hashing were
proposed to protect against this attack (Gassend, Clarke, Dijk, and Devadas 2002). To
implement PUF on FPGA, a ring oscillator PUF was also proposed in Suh and Devadas
(2007). However, the major drawback of the RO PUF is that they have only a quadratic
number of challenges with respect to the number of ring oscillators. Furthermore, the ring
oscillators consume significant dynamic power due to frequent transitions during
oscillations (Skoric et al. 2006). Holcomb presented a system of fingerprint extraction
and random numbers in SRAM that harvests static identity and randomness from existing
volatile CMOS memory without requiring any dedicated circuitry (Holcomb, Burleson,
and Fu 2009). Ying Su designed a 128-bit, 1.6 pJ/bit, 96% stable chip ID generation circuit
utilising process variations in a 0.13 um CMOS process (Ying, Holleman, and Otis 2008).
Even though a number of methods for realising PUF have been proposed, they have been
limited by either the number of challenge-response pairs, or the power consumption, or the
noise and other vulnerabilities to the system.

In this work, we propose and implement a novel scheme for MPUF. Firstly, we
propose an explicit analytic expression of MPUF model, and the model is useful in
predicting the effect of parameter changes on the state as well as in optimising the design of
PUF. Then, a novel MPUF scheme based on register file is designed and fabricated in
TSMC low-power 65 nm CMOS technology. There are four ports in the MPUF, and each
port produces a 256-bit key. The chip has an area of 0.045mm?, and has a peak clock
frequency of 1.25GHz at 1.2 V. The average power consumption is 13.8 mW at 27°C. In
addition, we ensure that the responses are robust to fluctuations in operational conditions
such as supply voltage, temperature and static noise margin (SNM). It is concluded that
the proposed MPUF can reach to 98.1% stable, and is highly reliable since the ID collision
probability is vanishingly small.

This article is organised as follows: the ID cell design and the model of MPUF are
discussed in Section 2. The circuit and layout of MPUF based on register file are proposed
in Section 3. The chip fabrication and measurement results are introduced in Section 4.
Robustness to environmental factors is discussed in Section 5. Finally, the conclusion is
given in Section 6.
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Figure 1. Block diagram of identification digital generator.

2. ID cell design and the model of MPUF

Random process variation in the manufacture, such as ion implantation, oxide growth and
lithography, causes random mismatch even in transistors with identical layout. The
mismatch will cause small deviations from the device electrical parameters, resulting in
unique identification digital (ID) on each chip. We extract the unique ID as the secret key.
The block diagram of identification digital generator is shown in Figure 1. Addresses for
this experiment are provided externally, and the random analogy voltage sequence is
converted to a digital identification sequence with a converter.

2.1. The mismatch of MOSFET

MOS transistor mismatch can be defined as the variation in drain current for identically
designed devices under similar bias conditions (Yuan, Shimizu, Mahalingam, Brown, and
Habib 2011). The parameter variance is dependent on device area WL and separation
distance D,. A mismatch model is described as (Noije, Liu, and Navarro 1995):

A2
2 P 2 n2
AP) = —— D 1
o°(AP) + SpD3 (1)

where 4, and S, are process-dependent constants relating the parameter variance to the
device area and separation distance, respectively. The mismatch of metal oxide
semiconductor field effect transistor (MOSFET) is shown in Figure 2.

2.2. ID cell design

In this work, we design MPUF based on a register file. The structure of the register file cell
is shown in Figure 3, consisting of cross-coupled inverters, isolated inverters and access
transistors. During power up time, the cross-coupled inverters cause unique random ID
because of transistor mismatch. Each of the inverters drives one of the two state nodes,
labelled P and P. When the circuit is un-powered, both state nodes are low (PP = 00).
Once power is applied, this unstable state is immediately transformed to one of the two
stable states, either ‘0’ (PP =01) or ‘1’ (PP = 10). The choice between the two stable states
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Figure 3. The MPUF cell.

depends mainly on mismatch between local devices. The impacts of common mode process
variations such as lithography, and common mode noise such as substrate temperature
and supply voltage fluctuations, are minimised.

2.3. Analytic expression of MPUF model

As the transistor mismatch is usually small, a small-signal model is used in this article.
Figure 4 shows that the small-signal model for the cross-coupled inverters (Xu, Kim, and
Chung 2010), where g,, is the equivalent transconductance (Mp/My and Mo/ M,
respectively); g, is the equivalent conductance; C,, is the coupling capacitance between the
gate and drain of the MOSFET and C, is the total node capacitance.
The cell storage nodes Q and Q can be derived by Kirchhoff current equations
(Xu et al. 2011), respectively.
dv

1
gm'v2+gd'vl+CnE+Cm

d(vi —v) _

dt 0 &)
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Figure 5. Monte Carlo simulation of ID cells.
dvy d(vy —vp)
gm V1 +8ga-v2+ Cy + Cp, =0 3)
d dr
Solving Equations (2) and (3), we obtain
t— 1
va (1) = va(10) exp( - ) )
r

Here, v(7) is the instantaneous voltage of the output node; v(7y) is the initial voltage at
the start point and t, is a constant. From Equation (4), it is concluded that unstable states
will exponentially change to the stable states during power up.

Using the parameters of TSMC 65nm CMOS device, the MPUF is designed and
simulated to verify this model. The W/L ratio of PMOS transistor equals to 150 nm/60 nm,
and the W/L ratio of NMOS transistor equals to 300nm/60 nm. Unlike previous
implementations, no offset-nulled comparator or low offset amplifier is needed to detect
very small mismatch voltage variations, allowing a reduction in the circuit complexity and
power dissipation. Our approach relies on the positive feedback inherent in the cross-
coupled inverters. Under the conditions at 1.2V and 27°C, Figure 5 shows a Monte Carlo
simulation of the MPUF cells array, yielding a random logic value with an even
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Figure 6. MPUF block diagram.

distribution of logic ‘0’ and ‘1’. The start point are set at 0, 0.3V, 0.6V and 09V,
respectively. Once power is applied, this unstable state will exponentially change to one of
the two stable states, either ‘0’ (PP=01) or ‘1’ (PP =10). During larger mismatch, the
transition time is about 50 ns, while during smaller mismatch, the transition time is about
100 ns. The curve of the transition is better agreement with the MPUF model.

3. Circuit design and layout techniques

The MPUF has a size of four banks of 256 bits that can be accessed simultaneously by four
read ports. A block diagram for the MPUF, shown in Figure 6, illustrates that the MPUF
contains five distinct types of functional blocks. These are the cell array, the control
circuit, the read address decoders, the sense amplifiers and the output latches. The cell
array is responsible for generating unique random ID. It is arranged in four banks 16 rows
by 16 columns of cells. Read address decoder is responsible for decoding a 5-bit address to
determine which of the 32 rows is selected for each read operation. The output latches are
responsible for storing the ID from the sense amplifiers.

3.1. Circuit design of MPUF

The read address decoder is composed of two stages, as shown in Figure 7. In the first
stage, wired-OR techniques are used to separately decode the lower one bits, middle two
bits and the upper two bits of the address. The 1-2 decoder drive has two wired-OR lines,
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Figure 8. The circuit about one read path of MPUF.

and only one of the two wired-OR lines produces a high output voltage. The 2-4 decoder
drive has four wired-OR lines, and only one of the four wired-OR lines produces a high
output voltage. In the second stage, since only one of lines in each set is low for any given
address, only one NAND gate will receive three high signals as input. This NAND gate
produces a high output signal, indicating that the corresponding row is selected, while all
the other NAND gates produce low output signals. Each read word line driver consists of
a single large device capable of driving a read port in every memory cell for a single row.
An active sense amplifier is used to convert the voltage difference on a pair of read bit lines
into an output differential voltage. After that, each read port contains a set of output
latches to capture the output ID.

Figure 8 is the circuit of one read path. Before reading, signals are latched to avoid the
unpredictable change by input module. The bit lines RWL/RWLB will be pre-charged
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Figure 9. Layout of ID cell and four banks 256-bit MPUF.

to VDD. To achieve a short read path, the I/O block is placed between the top and bottom
halves of each sub array. The decoder is used to generate and buffer the word line (WL)
including read word line (RWL) and read word line bar (RWLB). When read operation is
performed, the RWL/RWLB selects the corresponding cells, and the selected cells drive the
read local bit line (RLBL). If the cell’s word line is chosen, one bit line will be discharged,
and then a voltage difference between two bit lines will be generated. Finally, the output
value is ‘1’ or “0’.

3.2. The layout of PUF circuit

Generally, the PUF circuit requires a symmetric layout to produce ‘ideal’ performance.
The layout of the proposed ID cell and four banks 256-bit ID is shown in Figure 9. The
cell array is divided into two parts (right and left parts). Each part consists of 4 data
output ports, which have 16 bits. One part of cell area has 16 rows by 16 columns of cells.
Decoder circuits and control units, located in the center of layout, are divided into two
segments (up and down segments). The cell area of MPUF is about 44%. The bit density
of MPUF is 1.84 Mb/mm?.

4. Chip fabrication and measurement results

We fabricated multi-port PUF test chips using TSMC 65nm low-power CMOS
technology. Figure 10 shows the die photograph of the test chip for the multi-port
PUF, along with the test circuit and the phase locked loop (PLL). The physical layout size
of the test chip is 0.045mm?>.

The feature of fabricated multi-port PUF is summarised in Table 1. The 0.045mm?
fully customised design contains 30,287 transistors. There are 34 I/O pads along the die
periphery, of which 20 pads are signal pads and the others are power pads. The frequency
and power dissipation characteristics are shown in Figure 11(a) and (b) respectively, and
simulation results show that it can run at 1.25GHz and dissipate 13.8mW at 1.2V
and 27°C.
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Figure 10. Die photograph of a test chip.

Table 1. Multi-port PUF features.

Technology TSMC 65nm CMOS
Area 180 um x 250 pm
Supply voltage 1.2V
Pad count 34 pads
Transistor count 30,287
Topology 4 ports
Power consumption 13.8mW
Frequency 1.25GHz
Memory cell arrays 32 x32
(a) 1.49 m Fail 3 Pass ®)
H 25 T
1.38
~N
) =
> =
518 g
43}
0.98
0.78 = 0 1 i . :
1.0 1.1 152 13 1.36 07 08 09 10 1.1 12 13 14 1.5

Supply Voltage (V) Supply Voltage (V)

Figure 11. (a) Frequency characteristics of MPUF; (b) power characteristics of MPUF.

5. Robustness to environmental factors

The viability of the MPUF is related to the environments where the circuit is used. This
section explores the potential influence of supply voltage and temperature on the output of
MPUF.
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Figure 12. (a) Change number of MPUF versus supply voltage; (b) change number of MPUF versus
temperature.

The reliability of the challenge-response behaviours of PUF against supply voltage
variations is an important measure of quality for PUF that may be applied in a
voltage-varying environment. To evaluate the reliability of the multi-port PUF against
VDD variations, we measured 1024-bit on a test chip under different temperatures at
27°C. The result is shown in Figure 12(a). From the curves obtained from 0.8V to
1.7V, it can be seen that the maximum of 1.85% can be caused by the change in
supply voltage.

The reliability of the challenge-response behaviours of PUF against temperature
variations is an important measure of quality for PUF that may be applied in a
temperature-varying environment. To evaluate the reliability of the MPUF against
temperature variations, we measured 256-bit on a test chip under different temperatures at
1.2 V. The result is shown in Figure 12(b). From the curves obtained from 0 to 90°C, it can
be seen that the maximum 0.3% can be caused by the change in environmental
temperature.

MOS transistor threshold voltage of the main pipe is channel doping concentration
and gate oxide thickness is determined. The transistor mismatch will cause small
deviations from the device electrical parameters, resulting in changing of SNM.
To determine the influence due to transistor mismatch, we performed Monte Carlo
simulations for read mode SNM at a supply voltage of 1.2V and a temperature of 20°C.
As can be seen from Figure 13(a), the values of SNM follow a standard normalised
distribution. The SNM value is about 385mV in the worst case; the SNM value is about
525mV in the best case, and the SNM value is about 450 mV at the typical case.

The ID codes in this work are assigned randomly. Thus, there will be a finite possibility
of ID code collision within a given number of chips, even if all bits in the ID code are
stable. Modelling the ID collision probability is important for investigating the robustness
of this technique in a production environment. Consider x as the number of bits in an ID
code, resulting in a total number of available ID codes of 2*. The probability of
ID collision across chips can be represented as (Ying et al. 2008):

Y
n—1
Pcollision =1- l_[ (1 - I > (5)

n=1
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Figure 13. (a) Monte Carlo simulation results of SNM; (b) ID collision probability.

Table 2. Characteristics and comparison to other works.

Power  Frequency  Supply

Paper Process Port (W) (Hz) V) Reliability

Lofstrom, Daasch, and 350 nm 1 250u 25M 2.5 95%
Taylor (2000)

Lim et al. (2005) 180 nm 1 137u 100 M 1.8 95%

Ying, Holleman and Otis 130 nm 1 1.6u IM 1 96%
(2008)

Majzoobi, Koushanfar Xilinx 1 - I5M 1 90%
and Potkonjak (2009) Virtex 5

Suzuki and Shimizu Xilinx 1 - S50M 1.2 93.4%
(2010) Spartan-3A

Majzoobi and Xilinx 1 - 20M 0.9/1 90%
Koushanfar (2011) Virtex 5

Rithrmair et al. (2011) 32nm 1 72m 100 1.0 -

In this work 65 nm 4 13.8m 1.25G 1.2 98.1%

This probability model assumes that the number of chips (Y) is smaller than the total
number of available ID codes 2* — a reasonable assumption with a 256-bit ID length.
The ID collision probability for a 256-bit ID code versus different number of chips is
shown in Figure 13(b). This demonstrates that the use of randomly assigned ID codes
is highly reliable since the ID collision probability is vanishingly small.

Table 2 compares the key characteristics of the PUF with other published implan-
tations. 4-ports MPUF designed in TSMC 65 nm low-power CMOS achieves a measured
maximum frequency of 1.25GHz, which translates to a maximum throughput of
1.25 x 4 bit/s. Compared to the other works, the throughput of MPUF improves more
than 50 x times. During the peak throughput of MPUF, the power consumption measured
is 13.8 mW, which shows that the MPUF is low power circuit. MPUF has been measured
in a wide range of power supplies, clock frequencies and temperatures. In the worst case,
the reliability achieves 98.1% and shows a certain improvement compared with the
proposed works. Also, the reliability of MPUF operates at an acceptable range in
integrated circuit identification (ICID) (Lofstrom et al. 2000).
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6. Conclusions

In this article, we have presented a novel scheme of MPUF for using process variation to
generate unique digital keys and identify circuits. The MPUF is designed and implemented
in TSMC 65 nm low-power CMOS technology. This MPUF offers three advantages. First,
being multi-ports technology, it can improve 4 x throughput by increasing the access
ports. Compared to the other studies, the throughput of MPUF has improved more than
50x. Secondly, the MPUF has low power characteristic. The measured result is 13.8 mW
at the worst case. Finally, the MPUF has better performance in cell stability. The
measured result shows that the reliability achieves 98.1% and has a certain improvement
compared with the proposed studies. Also, the reliability of MPUF operates at an
acceptable range in integrated circuit identification (ICID). We believe that MPUF can be
widely used in integrated circuit applications, ranging from low power radio frequency
identification devices (RFID) tags and Smart Cards to embedded caches on high-end
devices and next generation of wireless sensor networks. These aspects will be explored in
our future work.
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